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/s your agency building a new web applicalion?

Does your agency s exisiing web sife require improved web applicalion secvrily?
Do you need 1o safeqguard sensifive agency or eusiomer informalion’

SECURE GATEWAY

A proven, cost saving solution to meet your agency’s web application security needs

The Arizona @ Your Service (AAYS) Secure Gateway is a
proven, cost effective, flexible security solution for your
agency’s web applications. Secure Gateway provides a
powerful 24x7 service for authenticating and authorizing
web transactions for your agency while simplifying
security administration tasks — at a fraction of the cost
of developing and supporfing your own security solution!
You gain the benefits of a monitored, robust, centralized
security infrastructure, and your security administrator
refains conrol over your agency's security policies.

With Secure Gateway you gain a powerful
security solution, you retain complete control of
your security policies, and you save money.
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« Your agency gains a proven and powerful
security solution.

o "“On-demand” pricing saves your agency
money.

o Utilizing a state-shared infrastructure reduces
cost.

o (ustomers need only 1o sign on once fo access
all of your agency’s web applications.

« Your agency application security administrator
retains control of security policies.

o Secure Gateway improves workflow for your
security administrator and for customers.

o Secure Gateway easily “plugs in” fo your
agency's web environment.

o Reduction of security concerns increases
programmer productivity.

o Technical support is always available.



SECURE GATEWAY FEATURES

“On-Demand” Pricing Saves Your Agency Money

Because you pay for the Secure Gateway service on a monthly basis, you avoid
costly initial investments in hardware and software as well as ongoing monitoring
and security system management costs.

Shared Infrastructure Reduces Cost to Your Agency

Secure Gateway provides the necessary infrastructure to manage all of your
agency’s web application security needs. Because you don't have to provide the
infrastructure (and because you don't have to develop and support a proprietary
security solution), you save money.

Your Agency Retains Security Management Control

With Secure Gateway your agency benefits from a centralized shared security
infrastructure and retains control of security administration. Secure Gateway
provides your security administrators full, flexible control of customer access fo
your agency’s applications and supports applications that require the following
authentication mechanisms: Public Anonymous, User ID/Password, RSA SecurID,
and Digital Certificates.

Single Sign-On Eliminates Need for Multiple Userids and Passwords
With Secure Gateway, the need for multiple userids and passwords for multiple
agency web applications disappears. Secure Gateway allows your customers to
sign on once and access all agency applications for which your customer is
authorized. Once a customer signs on, Secure Gateway presents a personalized
web page displaying icons only for those applications your customer is authorized
fo use.

Customers who log in through Secure Gateway to access your agency applications
can also use the same userid and password to access Secure Gateway applications
managed by other state agencies.

Web Security Workflow Is Improved
Secure Gateway eliminates the need for paper-based forms or unneeded email fo
administrators. Your agency’s security administrator decides what information to

collect from customers, then, using the Secure Gateway service, creates a fully
customizable registration page that is presented fo the customer upon
application registration. Your agency’s administrator can accept or reject
applications with a few mouse clicks.

Simply Plug It In to Secure New and Existing Applications

Adding Secure Gateway as your security solution is fast and simple and
involves no risk. It quickly and easily “plugs in” to your environment to add
instant web security fo your agency’s new or existing web applications.

Increase Programmer Productivity

Secure Gateway provides significant cost savings fo your agency by eliminating
approximately 10%—20% of application development costs; developers will not
spend hours designing, coding, and testing complex authentication and
authorization functions into their applications.

Technical Support Is Always Available
Technical assistance is available 24x7 to assist your security administrator.

CONTACT
For more information about Secure Gateway, please call or email:

Gene Martel
Digital Government Services Manager
Government Information Technology Agency

Phone: (602) 364-4775
Email: gmartel@gita.state.az.us

Matt Taylor

IBM Business Development Manager
Phone: (602) 248-7126
Email: taylor1m@us.ibm.com

Or visit our website: http://gita.state.az.us/aays

SECURE GATEWAY “PLUGS IN” TO YOUR AGENCY’S ENVIRONMENT

SECURE GATEWAY COMPONENTS
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